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Outline

« Server (Windows)

« Server (CentOS)

* Router

* AP

* Network System Topology



Server (Windows)

* Windows 10 Enterprise (From NTU CINC)

* 1 power cable and 2 network cable

« 2 NICs

* No peripheral devices connected, controlled by


https://www.teamviewer.com/

TeamViewer

 Remote Desktop Access Software
» Connect either through WAN or LAN

TeamViewer

8

«* Remote Control 4 Meeting L B~

Allow Remote Control Control Remote Computer

Partner ID

Mike-Server d

© Remote Control
File Transfer

Unattended Access

Connect to partner

MikeTsai




Server (Windows) Network Setting

* Eth1 (192.168.1.406)

* LAN only, connected to mirroring port to listen
the flow from router Make this PC discoverable

Allow your PC to be discoverable by other PCs and devices on this

(] Eth2 (1 92 1 68 1 45) network. We recommend turning this on for private networks at

home or work, but turning it off for public networks to help keep
 For WAN access and daily use

Network 4

your stuff safe.
@D off
Unidentified network

Properties

Properties

IPv4 address: 192.168.1.45

IPv4 address: 192.168.1.46 Manufacturer. Realtek

Manufaciurer: Atheros Description: Realtek PCle GBE Family Controller

Description: Atheros ARS121/AR8113/AR8114 PCI-E [l§ Driver version: 9.1.404.2015

Ethernet Controller

Physical address (MAC):  F4-28-53-11-DF-17
Driver version: 1.0.0.23

Physical address (MAC):  00-24-8C-C4-B9-98




Always Active Jobs

* Syslog

* Receive log from router through LAN

 Wireshark

« Using mirroring port to listen the network of the whole network



Syslog

* Write txt file continuously
* Write sdb file each day



11/ DrayTek Syslog 4.5.4

DrayTek Syslog Utility
P

T | WAN Information
:ﬁ B >\ s} 192.168.1.1 v
Vig WAN1

wlfrijte tXt fi Ie v | WAN IP (Fixed) Gateway IP

Apply to: Al - Refresh 272133858 0 ‘ 144 | 140.112.202

Firewall VPN User Access  Connection WAN IPPBX
[Jrause

System Time Router Time Host Message

-
n

2018-08-03 00:45:23
2018-08-03 00:44:43

2018-08-03 00:43:33

00:45:19 PA-Router Local User (MAC=F4-28-53-11-DF-17):
39 PA-Router Local User (MAC=00-11-32-48-38-CA):

9 PA-Router Local User (MAC=F4-28-53-11-DF-17):
2018-08-03 00:40:12  Aug 3 00:40: PA-Router Local User (MAC=00-11-32-48-38-CA):
2018-08-03 00:39:47 PA-Router Local User (MAC=00-0C-29-92-2E-2F):
2018-08-03 00:38:0 157 PA-Router Local User (MAC=00-0C-29-92-2E-2F):
2018-08-03 00:37:57 300:37:5 PA-Router Local User (MAC=00-0C-29-92-2E-2F):
2018-08-03 00:37: 300:37:3 PA-Router Local User (MAC=00-0C-29-92-2E-2F):
2018-08-03 00:36: 300:36: PA-Router Local User (MAC=F4-28-53-11-DF-17): 19
2018-08-03 00:35: 300:35: PA-Router Local User (MAC=F4-28-53-11-DF-17):
2018-08-03 00:35: 300:35: PA-Router Local User (MAC=F4-28-53-11-DF-17): 1
2018-08-03 00:35: A :35: PA-Router Local User (MAC=F4-28-53-11-DF-17):
2018-08-03 00:35:0 :35: PA-Router Local User (MAC=F4-28-53-11-DF-17):
2018-08-03 00:35:0 :35:02 PA-Router Local User (MAC=F4-28-53-11-DF-17):
2018-08-03 00:34: 134 PA-Router Local User (MAC=F4-28-53-11-DF-17):
2018-08-0300:34:12 A 134 PA-Router Local User (MAC=F4-28-53-11-DF-17):
PA-Router Local User (MAC=F4-28-53-11-DF-17):

2018-08-03 00:34:12 3 00:34: PA-Router Local User (MAC=F4-28-53-11-DF-17):

3.1,45:64012 -> 52,175.27.38:443 (TCP) dose connection
8.1.100:123 -> 216.239.35.0:123 (UDP)
3.1.45:64012 -> 52.175.27.38:443 (TCP)

.1.100:123 -> 216.239.35.12:123 (UDP)
3.1.44:37055 -> 103.226.213.30:123 (UDP)
3.1.44:50666 -> 103.18.128.60:123 (UDP)
3.1.44:50984 -> 59.124.29.241:123 (UDP)
1.44:60799 -> 123.204.45.116:123 (UDP)
1.45:64011 -> 117.18.237.29:80 (TCP) close connection
1.45:64011 -> 117.18.237.29:80 (TCP)Web
1.45:64003 -> 184.26.222. 158:80 (TCP) dose connection
1.45:64000 -> 23.41.69.177:80 (TCP) close connection
3.1.45:64002 -> 163.28.226. 100:80 (TCP) dose connection
.1,45:64006 -> 208.91.0.10:443 (TCP)
1.45:64005 -> 163.28.224.120:443 (TCP)
1.45:58521 -> 114.24.98.246:62435 (UDP)

1.45:58521 -> 185.188.32.3:5938 (UDP)
8.1.45:58521 -> 185.188.32. 13:5938 (UDP)
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Wireshark

* Filter — filter out unimportant information
« Output setting — output the pcap . file periodically
» Zip — compress the pcap files



Wireshark

M Wireshark - Capture Interfaces

Input Options
Link-layer Header Promi: Snaplen | Buffer (MW Moniti Capture Filter
Ethernet O default

v etwork p = Ethernet O default
VirtualBox Host-0O work Ethernet O default
O

Interface

64 192.168.1.103 and dst 192.168.1.45) ¢

64

Ethernet Ethernet

[N I R

Ethernet 2 Ethernet
USBPcap1
USBPcap2
USBPcap3
USBPcap4
USB 5 USBPcap

ace Manage Interfaces... Vireshark . Capture Interfaces

rfaces

ort 514) and not dst port 1900 and not broadcast and not (src net 192, 168.1.0/24 and dst net 192. 168.1.0/24) Compile BPFs
Input Qutput Options

Capture to a permanent file
: Browse

$ | megabytes ¥

3| seconds ¥




Server (CentOS)

« 32-bit CentOS on VMWare on Windows

« Connected through ssh, either from LAN or WAN
 Bridged NIC on Eth2

« Radius server



erver (CentOS

Hardware Options

M8 Memory
[ Processors
it Hard Disk (S

etw apter
SB Controller
'fg Sound Card
&= Printer

| Display

Summary
1GB

1

32GB

Using file C:\Users\Mike'\Download...

Bridged (Automatic)
Present

Auto detect
Present

Auto detect

0 add...

Remove

Connected
[] Connect at power on

Network connection
(®) Bridged: Connected directly to the physical network
[T]replicate physical network connection state
®) Configure Adapters
Automatic Bridging Settings X
Select the host network adapter(s) you want to automatically bridge:
[ virtualBox Host-Only Ethernet Adapter

Realtek PCle GBE Family Controller
[JAtheros AR8121/AR8113/AR8114 PCI-E Ethernet Controller

Cancel Help

Cancel




ssh

* No password access allowed (for safety issue)
* Must use key file to login
« Setup port forwarding to connect through WAN



Radius

* A protocol to work with WPA2 enterprise

 All AP query this server for user access control

» Current version on server: freeradius 3.0.16

* Multiple ports occupied currently as authentication ports
* Located at /usr/local/etc/raddb

 Log at /usr/local/var/log/radius/radius.log, or
$radlog



Radius ports

* Port 1812: PA-Cloud-2.4G

* Port 5555: PA-Cloud-5G

* Port 5551: PA-Ground-2.4G

* Port 5553: PA-Ground-5G

* Port 5557: PA-Sky01 + PA-Sky02

* Config files at /usr/local/etc/raddb/sites-enabled

* Note: Dual-Band AP must set two different authentication port
for each SSID



Useful tools

* fcron
« Executes scheduled tasks
 Calibrates the clock periodically
« Output heartbeats to a tmp file

e 1sof

« Shows opened files by a process
« Shows the process occupying a specific port (e.g. 1sof -i:1812)

* nmap
* [P scan (e.g. nmap -sn 192.168.1.0/24)

* More at /root/Documents/IT/Notes



Router

* Model: DrayTek Vigor 2925

 Location: Iron cabinet in the office

« DHCP Server

* Firewall

* Syslog

* The one and only machine that uses WAN port




WAN Setting

* Fixed IP

e [P: 140.112.202.144

 Mask: 255.255.0.0

« Gateway: 140.112.202.254

« DNS1: 140.112.254.4 (CINC)
« DNS2: 140.112.30.21 (CSIE)



WAN S

WAN >>3HRiH5R E5R

WAN 1
PPPoE BlrE®# IP

* RIA

i WAN EiR

BIF PING LU ERIELR
PING EHEERY IP full
PING Fib®

WAN & 1581
#H ARP 188 v

1500 (BA:1500)

.-é»::El
(Path MTU Discovery) L2
RIP B3E
RBIA RIP

BHER
R TE
EETiR

PPTP/L2TP

WAN IP SH383RE | WAN IP Bl
Mg IP fizil

BEEEE Vigor

pHE=ET

DHCPRAFim:#& 5l =
ERERE

g
* {5%E 1P fizdit
1P futt 140.112.202.144
F ik E & 255.255.0.0
ffiE 1P fudt 140.112.202.254

MAC fizdt
SE MAC fizdit
MAC fufit: 00 -1D

DNS @RS IP fudit
FE 1P full 140.112.254 4
RE IP futlt 140.112.30.21




LAN Setting

 Router IP: 192.168.1.1
e Mask: 255.255.255.0

e DHCP: on



LAN Setting

EkifiE >> BERE

LAN 1E1%E38 TCP / IPH DHCP 3RE
HBRE
ftt NAT %
IP futit 192.168.1.1
FiBmES 255.255.255.0

RIP tmiEZ il B v

LAN 1 1Pv6 3R5E
DHCP fafR840 7€
*RIAERE  EH
RI A R 1B (it
1235 1P furdt 192.168.1.151
IPEIEHE 100
RiE 1P fudit 192.168.1.1

16 2] B el 86400 ()
EHIE R DHCP HEIR T ERHAR

DNS fafg:S IP fizdit
FE IP fullh 140.112.254 4

AE IP fullh 140.112.30.21

Wit HA LANL EBE 1P Z1AERBIE IP.




ARP Table

* ARP (Address Resolution Protocol) maps given device (MAC) to
a specific fixed IP

» Useful for network manager to identify unauthenticated devices

 To assure a device (e.g. X32) obtains a given IP even with
DHCP



ARP Table

Ei%iAE >> $85E IP 8 MAC fizdit

35 IP 8 MAC fuzdit
=H BR #1538 &

28 | HE  Egam | IPHEFEE (BH: 300 #HAWE)
ZolimeEor {uilt MAC i

HBKEEH
IP fiz it
MAC fiz it

#iig B ilZ:

IP-MAC $if5ETE, DHCPRIEIS , 1§z HE
NP BETIRFEHIEIRR » 1Ha—EF EMACHERIPENEETF BIEE B -




Port Mirroring

* Mirroring flows of the whole network to a port on router

& I%igig >> &0 &2

EBNOKE
Bizhac:

*RA O 2H

=Rizen
nElEgREen
nEEERIED




Port Forwarding

* Forwarding a port of WAN to the specified port in LAN

NAT >>@E R G EF )

i RIEEF )
IRBEE WAN 7+l Bz HibER IS

rad32 WAN1 TCP 8895 192.168.1.44
=&
e

E

&
1
F 3
5%
4,
.
6.
i
8.
9.

28

-
=]




Syslog

« Saved on server and USB disk concurrently

R & E >> Syslog | BHERRE

Syslog / Sp#HES
Syslog #m.—am BHETRHERE
Y RiFA R
Syslog RFE: SMTP {3 AR
¥ Syslog fAlkR 28 SMTP 1828
‘: USE ha Wi A
{AARES IP fuht 192.168.1.45 iR
e s £ SssL
E]:phEE RS 514 s
BRI
ERAEEE
FIE
B A B ECREAE
DoS I<_§
APPE
VPN LOG
APPE 5118

B+ Syslog B

R A S",ﬂs\og Hil=R

EH A& "Syslog Save to" e




F | I |
I rewa BhAHE >> WA BERE >> REASEIRA

BEB AR 1 Al 2
Y RiRAERA

IR Console->WAN

* Block consoles to WAN

RIF HHZRT . APRIEIRE): RIF

Fla: LAN/DMZ/RT/VPN -> WAN
. Console
HiE 1IP: e
E{A]
E{a

el

MEEERE Syslog
2 3154 ‘

BE R AESE

@48 2%

IP Bl MAC Hb5E

BB

#FHEER

EEELER




AP

* WPA2 enterprise
 Location




WPA2 Enterprise

* Individual account/password for each person, rather than a
public password shared by a group of people.

* Needs a Radius server to manage the authentication.

* The account/password is totally the same no matter connected
to which AP.

* More on


https://en.wikipedia.org/wiki/RADIUS

WPA2 Enterprise

BUH [ Egigine (et &E |

WPA/WPA2 - A (E:EE1E)
R WPAZ2-PSK
heEER - AES
B NEREETS: ntupantupa
( FEE 8-63{uRYETS)
FAAEIRE A 0 #O(LIRRTE, BUMER0, MEERTER)

» WPA/WPA2 - P53
MR-
bR
Radiusfaiges IP: 192.168.1.44
Radius @R 1&: 5555 (B 1-65535, OffFEFERAAIS1812)
Radius 5535: u28md7Zxvo7N

HASIREIAN: 86400 W (LIEE. sMER0, OERAER)




Location of APs

* PA-Cloud: #87

« PA-Sky01: 42 & X L& 4% & 18]

- PA-Sky02: & ¥ X L% 7% & 18]

« PA-Ground: 3k # BAP, i@ RAEEFIF




Location of APs

 PA-Cloud: In the office
* PA-Sky01: In the auditorium, on the console side
« PA-Sky02: In the auditorium, on the stage side

* PA-Ground: Not a permanent AP, often lies at 1F of the
auditorium when it appears




Topology

PA-Cloud
PA-Sky01
PA-Router i ZAP —— #Afswitch <
#2 %) & % Lk switch < PA-Sky02
21FiE& 7;5(\ f—_fP
IFis6 2 — £5% &

PA-Ground



