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Server (Windows)
• Windows 10 Enterprise (From NTU CINC)
• 1 power cable and 2 network cable
• 2 NICs
• No peripheral devices connected, controlled by TeamViewer

https://www.teamviewer.com/


TeamViewer
• Remote Desktop Access Software
• Connect either through WAN or LAN



Server (Windows) Network Setting
• Eth1 (192.168.1.46)
• LAN only, connected to mirroring port to listen 

the flow from router
• Eth2 (192.168.1.45)
• For WAN access and daily use 



Always Active Jobs
• Syslog
• Receive log from router through LAN

• Wireshark
• Using mirroring port to listen the network of the whole network



Syslog
• Write txt file continuously
• Write sdb file each day



Syslog

Write txt file

Write sdb file



Wireshark
• Filter – filter out unimportant information
• Output setting – output the pcap file periodically
• Zip – compress the pcap files



Wireshark



Server (CentOS)
• 32-bit CentOS on VMWare on Windows
• Connected through ssh, either from LAN or WAN
• Bridged NIC on Eth2
• Radius server



Server (CentOS)



ssh
• No password access allowed (for safety issue)
• Must use key file to login
• Setup port forwarding to connect through WAN



Radius
• A protocol to work with WPA2 enterprise
• All AP query this server for user access control
• Current version on server: freeradius 3.0.16
• Multiple ports occupied currently as authentication ports
• Located at /usr/local/etc/raddb
• Log at /usr/local/var/log/radius/radius.log, or 
$radlog



Radius ports
• Port 1812: PA-Cloud-2.4G
• Port 5555: PA-Cloud-5G
• Port 5551: PA-Ground-2.4G
• Port 5553: PA-Ground-5G
• Port 5557: PA-Sky01 + PA-Sky02

• Config files at /usr/local/etc/raddb/sites-enabled
• Note: Dual-Band AP must set two different authentication port 

for each SSID



Useful tools
• fcron
• Executes scheduled tasks
• Calibrates the clock periodically
• Output heartbeats to a tmp file

• lsof
• Shows opened files by a process
• Shows the process occupying a specific port (e.g. lsof –i:1812)

• nmap
• IP scan (e.g. nmap -sn 192.168.1.0/24)

• More at /root/Documents/IT/Notes



Router
• Model: DrayTek Vigor 2925
• Location: Iron cabinet in the office
• DHCP Server
• Firewall
• Syslog
• The one and only machine that uses WAN port



WAN Setting
• Fixed IP
• IP: 140.112.202.144
• Mask: 255.255.0.0
• Gateway: 140.112.202.254
• DNS1: 140.112.254.4 (CINC)
• DNS2: 140.112.30.21 (CSIE)



WAN Setting



LAN Setting
• Router IP: 192.168.1.1
• Mask: 255.255.255.0
• DHCP: on



LAN Setting



ARP Table
• ARP (Address Resolution Protocol) maps given device (MAC) to 

a specific fixed IP
• Useful for network manager to identify unauthenticated devices
• To assure a device (e.g. X32) obtains a given IP even with 

DHCP



ARP Table



Port Mirroring
• Mirroring flows of the whole network to a port on router



Port Forwarding
• Forwarding a port of WAN to the specified port in LAN



Syslog
• Saved on server and USB disk concurrently



Firewall
• Block consoles to WAN



AP
• WPA2 enterprise
• Location
• Topology



WPA2 Enterprise
• Individual account/password for each person, rather than a 

public password shared by a group of people.
• Needs a Radius server to manage the authentication.
• The account/password is totally the same no matter connected 

to which AP.
• More on radius

https://en.wikipedia.org/wiki/RADIUS


WPA2 Enterprise



Location of APs
• PA-Cloud: 組辦
• PA-Sky01:禮堂天上近控台側
• PA-Sky02:禮堂天上近舞台側
• PA-Ground:非常駐AP，通常架在禮堂1F



Location of APs
• PA-Cloud: In the office
• PA-Sky01: In the auditorium, on the console side
• PA-Sky02: In the auditorium, on the stage side
• PA-Ground: Not a permanent AP, often lies at 1F of the 

auditorium when it appears



Topology
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